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1 Introduction

1.1 Release Background

Instant Archive Viewer is an application which is built to retrieve the Instant messages
organized by a particular time or date between users. This is done by interacting with OCS
2007 Server and then there after interacting with Active Directory.

Application has four Sections:

1) Admin Section (Basic Settings and Database Settings)

2) Client Section

3) Client Extended Search Section (Full access and Group Access)
4) Discovery Section

1.) Admin__Section: = The Admin Section consists of Basic Settings Database
Settings,SMTP Settings,Extended Search,Discovery section and Product License:

a.) Basic Settings :

This page provides user interface for specifying values for the authentication settings:

a) IP Address of the Active Directory Server : The server will be used to
authenticate a user if anonymous access to the application is disabled.

b) Connection information for the Active Directory Ser ver: Depending upon
your network setup you can either specify a value for the Active Directory
account that has privileges to query Active Directory or choose Windows
integrated authentication mode to access Active Directory. Use the ‘Test
Connection’ command button to verify your settings.

c) Enable anonymous users to access the archive displa y pages: If this
option is selected, all the users will be able to access the application. However,
if this option is not selected, then users will be able to access the system only if
they exist in the active directory.

d) Specify number of messages to display per page for the summary view :
Summary view displays all chat messages sent/received between selected
users. Application will enforce paging based on the value specified for this
option.
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b.) Database Settings:

This Page provides users for specifying database connectivity settings:

a)
b)

c)

d)

IP Address of the SQL Server : This refers to the Sql Server which hosts the
chat

Specify Database Name : This refers to the database name which contains all
the tables that contain archiving data.

Connection information for the SQL Server : Depending upon your network
setup, you can either specify the value for a Sqgl Server account that has
privileges to query database or choose Windows integrated authentication
mode to access SQL Server. Use the ‘Test Connection’ command button to
verify your settings.

Customized display : If you want the application to display user names instead
of their Sip-Uri you will need to configure the SQL Server as specified under the
topic ‘Configure SQL Server to setup a linked server which connects to your
Domain’s Active Directory’ and specify the name of the table in the provided
text box.

General l| Basic Settings || Database Settings | SMTP Settings || Extended Search | Discovery | Product License | Support

@ Product version: 2.0

Build number: 3
Copyright © 2008 Instant Technologies, Invitrix LLC

General tab
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Basic Settings f| Database Settings )| SMTP Settings | Extended Search | Discovery f§ Product License

@ Specify the basic settings for the application
IP address or FADN of domain controller

192.168.0.95

Connechion information for the active directory server

o Cluery active directory using only one username and password

Username: |administrat0r |

Password: |"""" |

" Enable pass through authentication of users

Test Connection

Specify whether you want to work on multi domain or single domain
" Enable Global Cataleg ¥ Enable LDAP

Other settings

[ Enable anonymous users to access the archive display pages
Anonymous access is not recommended for production servers since it may
expose the archive to anonymous users and users supplying a Sip-Uri in the
browser.

Specify number of mes=sages to display per page for the summary chat
transcript view:

Select time format

% 12 hourformat " 24 hour format

4

Basic settings shown

2010 Page 5 of 70
Copyright © 2008 Instant Technologies. All rights reserved.



Instant Archiver Viewer 3.1 I n Stq nt

Basic Settings | Database Settings f| SMTP Settings || Extended Search | Discovery | Preduct License | Support

Specify how the application will query the archive database
and return resulis to the person requesting information

IP address or FQDN of the SQL Server
[192 168 .0 9510CS |

Specify database name

|LcsL0g |

Connection information for the SQL Server
This is the information necessary to establish a database connection

= Query the database using only one user name and password
(for example, SA and password)

Username: |SE |

Password: |O.""OO |

" User window authentication
This will query the SGL Server with the credentials for the end user (not the
machine running 115 and the archive viewer) please consult the documentation
on how to configure this option .

Test Connection

Customized display

" Enable integrated view @ Enable non integrated view

Table name: |integratedview

Enabling integrated view will display CM name of the user in the application.

Database settings shown
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c) SMTP settings :

The User can specify the details of the IP of the SMTP server and can enter the recipients
email address and then can click on the test connection button to test. Click on the save
button to save the SMTP settings when finished.

Basic Settings | Database Settings | SMTF Settings || Extended Search f| Discovery | Product License || Support
@ Specify the SMTP Settings for the application
Please enter the name or IP of SMTP server:  [192.168.0.36
Please enter the receipient email address : sunil@rtdm_local
==
4
SMTP settings shown
2010 Page 7 of 70

Copyright © 2008 Instant Technologies. All rights reserved.



Instant Archiver Viewer 3.1 I n Stq nt

d.) Extended Search:
The user can specify the group who has permission to view the chat of all users. Also the
user can specify the particular group and the manager who can view the chats of all users.

Basic Settings | Database Settings | SMTP Settings | Extended Search || Discovery | Product License | Support

With the access control option. you can specify an active directory
group whose members can access all chat conversations. You can
also select member(s) from a specific group. which will be able to
access chat conversations of all the members of the selected group.

Full archive access
Specify which active directory groups or users will be able to read all chat
conversations.

Groups/Users Type Remove
& Administrators Group Bemove

Add Groups or Uzers

Access groups
Here you can configure access groups and managers.
Giroup Manager Remove ‘

& Administrators a hoshiyar Bemove

AD Group: l:l Yerify & Search
Manager: l:l Yerify & Search

Preview : http //HS5-85/1TIMArchiveViews/Edended Search/index aspx

Extended search tab
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e) Discovery Section

The purpose of the Discovery Section is to search all Chat Conversation of all users and
between the users. It requires certain  permission for whom all can view these chat
conversations. This section also searches the chat conversations based on certain date
range and the time range. This section also has the ability to save all chat conversations in
the PDF format as a single document, or for individual documents for each person.

Discovery View also contains Project Maintenance and Advance Search.

The Project maintenance features include: adding the project, modifying the new project,
deleting the projects or the queries related to that project, view or execute a query, change
the contents of the queries and save the query for future reference in the project. Advanced
search will allow for more complex searches, such as “and” “or” “not”, etc.

Basic Settings | Database Settings | SMTP Settings | Extended Search {§ Discovery | Product License || Support

With thiz access control option. uzer can specify an aclive directory
= groups or users . which will be able to access chat conversations in
the discovery section.

Access groups and users
Here you can configure access groups and users.

GroupsfUsers Type Remove
a hoshiyar Uszer Remaove
Add Groups or Uzers

Previ : http://HS55-85/1TIMArchiveViews/Discovery/index aspx

Discovery Section Shown
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Copyright © 2008 Instant Technologies. All rights reserved.



Instant Archiver Viewer 3.1 I n Stq nt

a3 Project Maintenance ﬂAII Users || & Between Users
i %) New Project [ View/Execute Query 15 Delete (3 Modify Project !

Type "F‘roject MName |Created By |Created Date |Comme.nt5 |
& [@ MNew Project 1.2 kcarbonneau@cocs |... 02 Sep 2008 MNew Project

&3 Complex Search administrator@ccs.local 12 Sep 2008 Complex search

i b & helloke administrater@ccs.local 15 Sep 2008 ert
B @ MNew proj 3 kcarbonneau@ccs .. 05 Sep 2008 Jones Case
: &3 Searchonu kcarbonneau®@ocs.local 05 Sep 2008 search foru @

i | | ] S .

Mew Project 3.1 kcarbonneau@ccs.l.. 10 Sep 2008 sdfsdf

Project 902 kcarbonneau@ccs.l... 15 Sep 2008 Project for HR

test] administrator@ocs.l... 15 Sep 2008 gfgf

helloke administrator@ocs.l... 15 Sep 2008 adf

againtext? kcarbonneau@ocs ... 15 Sep 2008

sunilProject administrater@ccs.l... 16 Sep 2008 test

test12 administrator@ccs |.. 16 Sep 2008 tested

newProji kearbonneau®ocs.l... 16 Sep 2008 adf

hiTest2 kcarbonneau@ocs.l... 16 Sep 2008 hiTest2

Project Maintenance for Discovery Section Shown
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S Project Maintenance ﬂ AllUsers | & Between Users

Instant Discovery for Microsoft OCS

Thiz allows you to locate all users conversations stored in OCS repository and then export these conversations

for viewing the conversations as a PDF Document based on the conditions for export .

Prowvide your search cntenia below L2

kcarbonneaufocs.local and s &
& Uszers: o - i - - . . =
administratorfocs.local or testlBocs.local and LS Q)
test2iocs. local [v
[Z) Textto locate: |h% |
Between (mmiddiy): [01/01/2007 |+| and |09/12/2008 |-

e ] sorotumy | oo

[] Show advance options

-

04 Aug 2008 12-55 PM administrator@ocs local 2
04 Aug 2003 01:33 PM administrator@ocs.local 2
04 Aug 2008 01:33 PM administrator@ocs. local 2
04 Aug 2008 01:33 PM administrator@ocs.local 2
04 Aug 2008 01:38 PM administrator@ocs. local 2

[ S L R

View/Execute Query from Project Maintenance page: View and Execute saved Advanced Search
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f) Product License:

A product license key is essential for activating the Archive Viewer for OCS and is available
through your Instant technologies product provider.

General | Basic Settings || Database Settings | SMTP Settings | Extended Search | Discovery i Product License

m Type your product key for activation

[t
License Key | #nnn || s || e || s || s |
Version License
Activities Allowed 3

Product License Section

2)_Client Section:  Shows chats between the user and users on particular dates. When
the Uri is passed, it then checks if the user is a member of active directory or not, if it is
then the user can view the chats made by the user him/herself. He or she can open the
chat in a new window, save the chat in a particular file, can email the chats, print the
chats and can search for messages of particular user.

3)_Client Extended Search Section: _ While In Extended search, the User can view the
chat Summary of the group members of which the user is a member of and also the user
is the manager of that particular group. If the user is a manager, the user can see the
messages for the particular group and if the user is a member of a full archive group, then
user can see the chat of all the users. Users can open the chat in a new window, save the
chat in a particular file, can email the chats, print the chats and can search for messages
of particular user.
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= Date: Last Week

-- 11 Jul 2008 Friday 5 Chat(z]
El ‘I_I] Jul 2008 Thursday 2 Chat(z)
. deepti@rdm.local 11:48 4people 12lines &
: deepti@rndm.local 11:44 3 people Slines o
-- 0a Jul 2008 Tuesday 2 Chat(=)
- 07 Jul 20038 Monday 2 Chat(z)

Date: Two Weeks Ago
Date: Three Weeks Ago
Date: Last Month

[=) Date: Older

-- 30 May 2008  Friday 3 Chat(=)

" 29 May 2008  Thursday 10 Chat(s)

-- 28 May 2008 Wednesday 3 Chat(s)

" 26 May 2008  Monday 8 Chat(s)

-- 23 May 2008  Friday 3 Chat(=)

Sl 22 May 2008  Thursday 14 Chat(s)
- ucky@rtdm local  12:46 2 people Olines W&
... hoshiyar@ndm.lo... 18:34 2 people 1 line= a.
- lucky@rtdm local  18:33 2 people 1lines a.
... hoshiyar@ntdm.lo... 18:32 2 people 4 lines a.
... hoshivar@ndm.lo... 18:31 2 people 5 lines a.
... hoshiyar@rtdm.lo... 18:30 2 people Olines &

ltern=: 1 - 36 of 36
Extended Search/Client section showing users’ chats
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1.2 Release Version Information

Instant Archive Viewer for OCS Version 3.1 Release

2 Installation Prerequisites

2.1 PC Hardware and Software

This section summarizes the requirements on the computer on which “Instant
Archiver Viewer ” 3.1 is to be installed.

2.1.1 Hardware Requirements

The following hardware should be in the computer on which “Instant Archive
Viewer” 3.1 release is to be installed.

RAM 1 GB

2.1.2 Software Requirements

The following software should be installed before installing “Instant Archiver Viewer ”
Release.

2.1.2.1 Software Requirement for the Server Mac hine:

Visual Studio.Net Framework 2.0 or newer should be installed on the System. (Can be
downloaded from Microsoft.com)

SQL Server 2005 with Service pack 1, or Server 2000 with Service Pack 4 Internet
Explorer 6.0 or advanced or SQL Server 2008

OCS Server 2007 with Archiving Services should be installed on the System.

1S
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2.2 0OS Requirements

The following operating systems are supported:

Windows XP Professional with Service Pack 2
Windows Server 2003/2008 with Domain controller

3 Installing the Application

Before installing Instant Archive Viewer , verify that you have met the above mentioned

system requirements.
1.) Installation of IIS:

a) First of all check for the installation of IIS
b) Click on the “Start Button” on the screen on the bottom left corner then

click on the run option, you will find the screen below. Type “inetmgr”

Run 2/ x|

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Cipen: I inetmgr| j

c) Next, click on the “OK” button.

d) Now you should be able to see the following screen and when you are not
able to View the following screen this means that IIS is not installed on your

System.

2010 Page 15 of 70
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¥ Internet Information Services -0l x|
File  Action  Wiew Help
e @B 22y
?f Internet Information Services Campuker | Local | Version | Stak
=1 & H55-25 {local computer) B H55-28 (local computer) Yes 115 V5.1
=] Web Sites
. - Default Web Site
-] FTP Sites
- Defaulk SMTP Virtual Server
« | ]l | i
!II ||# $ 1]
% $ n 1] & $ 1]
1 $|| n ||#( & "
$
) *+ $ + * "

3) If IS is not installed on your machine then the user has to first install IS Manager

2010
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For running the “Instant Archive Viewer " application successfully, please refer to the
following configuration steps:

2.) “Instant Archiver Viewer” Database

“Instant Archive Viewer” database is created by default while running the setup of the OCS
2007 Archiving Services

The default database created in Sgl Server 2008, 2005 or Sql Server 2000 is by the name of
LcsLog or while installing Archiving Services we need to specify the Database Name in which
contains the default tables

1) Application

2) Conference Messages
3) Content Types

4) Messages

5) Session Details

6) Users

Stored Procedures access the records of the chats f  or better performance and
are listed below:

1) IT_CreateADSIPURI_Table

2) IT_DeleteRecord _Message Table
3) IT_InsertORUpdatequerydetails
4) IT_InsertorUpdateprojectdetails
5) IT_RemoveRecords

6) IT_RetrunProjectDetails

7) IT_ReturnAllQueryDetails

8) IT_ReturnQueryDetails

9) IT_UpdateADSIPURI_Table

10)IT_getAllUserDiscoveryAdvancedSearch

2010 Page 17 of 70
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11)IT_getAllUserDiscoveryChat
12)IT_getByDateTimeLevelOneQuery
13)IT_getByDateTimeLevelTwolntegratedTableQuery
14)IT_getByDateTimeLevelTwoQuery
15)IT_getBySummaryLevelOneQuery
16)IT_getByUserDateLevellntegratedTableThreeQuery
17)IT_getByUserDateLevelOnelntegratedTableQuery
18)IT_getByUserDateLevelOneQuery
19)IT_getByUserDateLevelThreeQuery
20)IT_getByUserDatelLevelTwolntegratedTableQuery
21)IT_getByUserDatelLevelTwoQuery
22)IT_getChatDetailsQuery
23)IT_getChatParticipantsQuery
24)IT_getChatTextQuery
25)IT_getDataBaseSummary
26)IT_getDiscoveryAllUserPDFData
27)IT_getDiscoveryBetweenUserChat
28)IT_getExtendedSearchByDateTimeLevelOneQuery
29)IT_getExtendedSearchByDateTimeLevelTwoQuery
30)IT_getExtendedSearchByUserDateLevelOneQuery
31)IT_getExtendedSearchintegratedQuery
32)IT_getExtendedSearchQuery
33)IT_getExtendedSearchSummaryLevelOneQuery
34)IT_getintegratedSearchQuery
35)IT_getSearchQuery

36)IT_getSearchTimeQuery

37)IT_getSummaryChatParticipantsintegratedTableQuery

2010
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38)IT_getSummaryChatParticipantsintegratedViewTableQuery
39)IT_getSummaryChatParticipantsQuery
40)IT_getSummaryChatTextQuerylntegratedViewTableASC
41)IT_getSummaryChatTextQuerylntegratedViewTableDESC
42)IT_getSummaryChatTextRowCountintegratedViewTableQuery
43)IT_getSummaryChatTextRowCountQuery
44)IT_returnintegratedviewtablestatus

45)IT_returnprojectname

46)IT_spReturnDatabaseUsers

2010 Page 19 of 70
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3.) “Instant Archive Viewer” Exposed Configuration

You should have Instant Archiver Viewer Setup program provided to you. To start the
installation, run the program setup i.e. ITIMArchiveViews.msi. You will be presented with a
sequence of setup windows. Follow the instructions in this document and those that appear
on the screen. The responses that you should get are given below:

Instant Archiver Viewer Web Application Installatio n Setup:

Once the installation program has started you will see the following dialog titled Instant
Archiver Viewer Web Application Setup Wizard

il IM Archive ¥iews 2.0

Welcome to the IM Archive Views 2.0 Setup
Wizard

[nztant Archive Yiewer for Microzoft OCS.

WARMIMG: This computer pragram i protected by copyright law and international treaties.
IInauthaorized duplication or distribution of this program, or ang partion af i, may result in severe civi
ar criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Cancel < Back MHext =

Installation setup shown

2010 Page 20 of 70
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1.) Select Installation Address:  You will now be presented with the following
dialog.

fid IM Archive Yiews 2.0

Select Installation Address

The ingtaller will ingtall I &rchive Yiews 2.0 to the fallowing web location.

T o inztall to this web location, click “MNext”. To install to a different web location, enter it below.

Site:
| Defaul web Site =l Disk Cost...

Wirtual directary:
IITIM.f-‘-.rchiveViews

Cancel < Back Mext »

Note: Set this to an appropriate virtual directory on your IIS server such as
ITIMArchiverViews (This is the default) and click Next.

2010 Page 21 of 70
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2.) Confirm Installation
You will now be presented with the following dialog:

Click Next to proceed. The installation continues to extract and copy files.

| /& IM Archive Yiews 2.0

Confirm Installation

The ingtaller iz ready to install 1M Archive Yiews 2.0 an your computer.

Click, "Mext" to ztart the installation.

Cancel < Back

MHext »

Shown: Installation is confirmed and ready to install

2010
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fid IM Archive Yiews 2.0

Installing IM Archive Views 2.0

It Archive Views 2.0 iz being installed.

Fleaze wait...

Cancel

< Back

= e

2010

Copyright © 2008 Instant Technologies. All rights reserved.

Page 23 of 70



Instant Archiver Viewer 3.1

iInstant

3.) Next, the installer asks for the custom application pool for the Application as
Specified in the following Screen: Click on No: the installer specifies the Default

pool name for the Application.

i IM Archive Yiews 2.0

Installing IM Archive Views 3

It Archive Wiews 3 iz being inztalled.

Pleaze wai. ..

setun &

Would yiou like to add this application to a custom application poaol?

| Yes I Mo

Cancel < Back [Hiest =

2010
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4.) Selecting Yes, specifies a custom Application Pool Name,

Domain

Name\Username and the Password for the identity of the specified application

pool in which the user wishes to create.

Specify Pool Settings x|

Application Pool nare IKeith

Specify the identity for the application pool

DiomaintU zer name "Dnmain M amehtgith
Fazzsword I]’““"“‘ I

2010
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5.) Installation Complete: The installation is complete, click Close to exit. You

should now be able to see the following screen.

fid IM Archive ¥Yiews 2.0

Installation Complete

' M Archive Views 2.0 has been successfully installed.

Click. "Cloze" to exit.

Pleaze uze \Windows Update ta check far any critical updates ta the WET Framewark.

Eancel < Back

Cloze

Installation complete

2010
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6.) After Installing the Application

To provide the permissions to the ITIMArchiveViews folder .
1)  Open the path as specified c:\Inetpub\wwwroot then right click on ITIMArchiveViews
Folder then click on Sharing and security option .

, provide user permissions.

& C:.Inetpub’wwwrook
File Edit Wiew Favorites Tools Help | ;','
| QBack - & - (¥ | ) search Folders | @ X ) | E-
Address |r_= i Inetpubimemegroot j &0
‘ MName - | Size | Tvpe | Date Modified | Attribukes | Date Ficture Taken | Dimensions
| _private File Folder 711212007 11:48 AM
_whi_cnf File Folder FHZI2007 11:45 aM
! [ _wti_log File Folder 1212007 11:45 AM
I _whi_pwt File Folder 11212007 11:48 AM
‘ _whi_scripk File Folder FI2/2007 11:45 AM H
o it File Falder 7}12§2007 11:45 AM
| [ aspret_client File Faolder 11/7)2007 9:57 AM
| T 0=TaT= File Folder 711212007 11:48 AM
File Folder 11/29/2007 6:25 PM
| = Open File Folder 11/19/2007 1:12 PM
| ChSetupz Explore File Folder 11/19/2007 1:27 PM
| [Csetupzo07? Search... File Folder 11/19/2007 1:04 P
I [Cawss File Folder FH92007 8132 PM
@_vti_inf.html HTML Docurmnent TI212007 11:45 AM
@&]lisstart.htm {0 Scan For viruses... HTML Document 2121/2003 6:45 PM
\:] pagerrar.gif ) Wingip a GIF Image 2121712003 6:48 PM
ﬂjpostinfo.html HTML Document TI1212007 11:48 AM
Send To 3
Cut
1 Copy
Create Shortcut
Delete
Rename
Properties
1| | H
2) Atter clicking on the Sharing and security option, user will get the following screen.
Now click on the security tab, click on Add option as specified in the following figure.
2010 Page 27 of 70
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ITIMArchiveYiews Properties

Generall Sharing | Security | web Sharing Eustnmizel

Group or user names:

1) zirakors || uBaniniEkrabons
€7 115_wWPG HS54IS_WPG)
€7 INTERACTIVE

ﬁ [nternet Guest Account (HSSAUSE_HSS-DC-001)

€7 NETWORK -
4| |
Add... Bemove |
Permizzions for Administrators Aflones Deny
Full Cantral O =
Madify O
FRead & Execute O
List Folder Contents O
Read O
Wirite o
Crmmi - | P m (o | ;I

For special permizzions or for advanced settings,
click Advanced.

Advanced |

| ()4 I Cancel | Smply

2010
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3) After clicking on the Add button, the user will be shown the following screen. Now click
on the advanced button.

Select Users, Computers, or Groups

Select thiz object bype:

ILlsers, Groupsz, ar Built-in securnty principals Object Tupes. ..

FErarn thig location;

Ihss. o Locations. ..

Enter the abject hames to select [examples]:
| Check Hames

414,

| Advanced... || [k I Cancel

2010 Page 29 of 70
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4) Atfter clicking on the ‘Advanced Button’, the user will get following screen.

select Users, Computers, or Groups

Select thiz object type:

Object Types. ..

Erarn thiz location:

hzs. com Locations...

Commaon Quenes |

Marne: IStartswithj I Columns...

Find Mow

T

Drescription: IStarts withj I

Stop

[T | Dizabled aceounts
[T tanegpiring password

[Mayz zince last logon; I "I

&

[F I Cancel
Search results:

Narne [ROM] | E-tdail &ddress | Description | In Folder |

1) Now click on the ‘Find Now’ button (as shown below).
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2) After clicking on ‘Find Now' button, the user will get the following Screen. Select the
Domain User and IIS_worker group or ASPNET Group and then click on OK Button as

specified.

. Select Users or Groups

Select thiz object type:

ILlsers, Groups, or Built-in security principals

Fram thiz lacation:

2 x

Object Tupes...

IHSS-BEI

Common Queries |

X

Locations...

i ame: IStarts with j I

Colummz...

Description: IStarts withj I

[T | Dizabled aceounts
™| Hon expiing pazswend

[Mays since last logom: I "I

Find Mow

st |
Stop |
X

MNarne [FOM] | In Folder

€ Administrator H55-89
€7 Administratars HS5-89

€7 Backup Oper...  HS5-89
€7 BATCH

€7 CREATOR G...

€T CREATOR O...

€7 Debugger s HS5-89

€7 DIALUP
e -

3) After the User clicks the OK Button, the user gets the following Screen. Now click on

OK Button again.
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Select Users or Groups ed A

Select thiz object twpe:

i ILlsers, Groups, or Built-in zecurity principals Object Types...

From thiz location:
| IHSS-BE Locations...

Enter the object names ho select [examples];
HS55-BA5PMET

Check Mames

i

d

P

4) After clicking on OK Button (shown above). check the check box opposite to full
control (as specified below) Click ‘Apply’ and then ‘OK’.

ITIMArchiveYiews Properties ed

Generall Sharing  Security |WEI:| Sharingl Eustnmizel

Gr-:uup ar Uzer names:

E Administrators [HS5-89Administrators] -
ASP.MET Machine Account (H55-834A5PNET)
% CREATOR OWHNER
ﬁ Everone
ﬁl Internet Guest Account [HS5-89USA_HSS-89) I _Ij
4 »

Add.. | Remove |

Fermizzions for ASP.MET
ki achine Account Al Deny
Full Cantral O O =
b odify (M| O
Fead & Evecute O
Lizt Folder Contents O
Fead O
rite: O
Crmmin | Dmrrniomioinn m m j

For special permiszions or for advanced settings, tudvanced |
click Advanced.
o ]| cono [ oo
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To Remove the read only properties from the ITIMAr  chiveViews folder from the
specified path
1) Open the path as specified c:\Inetpub\wwwroot then right click on ITIMArchiveViews
Folder, click on properties option (shown below) .

& C:.Inetpub’wwwroot
File Edit Wew Favorites Tools Help | ;1.'
| QBack -~ &3 - (¥ | ) Search Folders | & G ox ) | A
F\c_ldressll';;_} C:\Inetpublweroot | j 50
‘ Mame = Size | Tvpe | Date Modified | Aktributes | Diate Picture Taken | Dimensions
) _private Filz Folder TI212007 11:458 AM
_whi_cnf Filz Folder 7zi2007 11:48 4M  H
! |0 _wti_log File Folder TI1212007 11:45 AM
I _vh_pvt File: Folder FIz2jz007 11:46 AM H
‘ _whi_scripk Filz Folder 72i2007 11:48 M H
| vt et Fil= Falder 7H12j2007 11:46 &M H
| [Chaspret_client File Folder 11/7/2007 9:57 AM
| [Crimages File Folder FIL212007 11:48 AM
SEITIMArC 5 File: Folder 11/29/2007 6:25 PM
[ 5etupt T" File: Folder 11/19/2007 1:12 PM
[Ch5etupz 5@ Drhe File Falder 11/13/2007 1:27 PM
i earch...
| [setupz007 = File: Folder 11/19/2007 1:04 PM
| Ciwss Sharing and Security. .. File Folder FHZ007 8132 PM
Ej_vti_inf.html o KE HTML Document TI1212007 11:45 AM
{&]isstart.htm B Scan for viruses... KE HTML Document 2(21j2003 6:48 FM
\:] pagerror.gif 3 Wingip » KB GIF Image 212112003 6:48 PM 36 % 48
ﬂjpostinfo.html KE HTML Document TI1212007 11:45 AM
Send To 3
Cut
i Copy
| Create Shortcut
Delete
‘ Rename
‘ 1| | H
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2) After clicking on properties option user will get the following screen click on the
general tab and uncheck the Read-only option and click on Apply button .

Tarchiveviews properties |
Sharingl Securit_l,ll Weh Sharingl Eustomizel

_‘_}1 IITIMﬁrchive\iiewa

Type: File Falder
Location: C: 4 netpubhimwwroot
Size: 5,54 ME (5,818,957 bytes]

Size on disk:  B.45MB [B,76E,592 bytes]
Contains: 33 Files, 21 Folders

Created: Thursday, Hovember 29, 2007, 6:24:55 P
Aftributes: Advanced .
[~ Hidden
(] I Cancel |I Apply I
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3) After clicking on apply button, the user will get the following screen. Click on the radio
button as specified.
Confirm Attribute Changes |

You have chosen ko make the Following attribute changes:

unset read-only

Do wou want to apply this change ko this Folder only, or do wou wank Eo
apply it to all subfolders and files as well?

" Apply changes ko this Folder only

i+ Apply changes to this Folder, subfolders and Filesi

Ik I Cancel |

Click on ok button and again click on OK Button as shown below.

ITIMArchiveYiews Properties ﬂ |

General I Sharingl Securit_l,ll Wweh Sharingl Eustnmizel

_,) [ITIMarchivelviews

Type: File: Folder
Location: C: M netpubhisnyroot
Size: 554 MEB 5,818,957 bytez]

Size on dizk:  E.45 MB [B.766,592 bytes]
Containz: 331 Files. 21 Folders

Created: Thurzday, Movember 29, 2007, &:24:55 P

Attributes: [ Bead-anl Advanced...

e

k. I Cancel | Apply |

4 Configuring the Application
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“Instant Archiver Viewer” WEB Application Configuration
Basic Installation:

This section contains the information that you will need to get the basic application up and
running. To fine-tune the application settings as per your production environment you will
need to go through the complete documentation.

After basic installation and setup, we will configure the application and verify that we have
basic connectivity to the domain controller and the OCS Archive database. So we will
configure all basic settings using the Admin section.

The user can configure all the settings, using following URL of Admin Section.

http://IP of the hosted machine/Virtual Directory name/Admin/index.aspx.

To get the application running you will need to follow following steps:

1) Settings to be made in the Basic Settings Page.

Easic Settings || Database Settings || SMTP Settings | Extended Search || Discovery || Product License || Support

@ Specify the basic =ettings for the application
IP address or FADN of domain controller

192.168.0.95

Connection information for the active directory server

|'F Cluery active directory using only one username and password

Username: |administrat0r |

Password: |"""" |

" Enable pass through authentication of users
I Test Connection I

Specify whether you want to work on multi domain or single
domain

£~ Enable Global Catalog % Enable LDAP

nable anonymous users to access the archive display pages
Anonymous access is not recommended for production servers since it may

expose the archive to anonymous users and users supplying a Sip-Uri in the
browser.

Specify number of messages to display per page for the summary chat

300

Upload logo image

[l Upload logo image|

|
o |

Preview : hitp://HSS-89/1TIMArchiveViews/index.aspx
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Basic Settings Tab
1) Open the Basic Settings tab and enter the IP address or FQDN of the domain
controller.

2) Specify the Username and password to get connected to the domain controller. Then
Click on theTest Connection Button to test whether connection to the domain
controller has been established.

3) User can click on the Radio button Enable Global Catalog if working on a Multi-domain
environment and click on Enable LDAP if working on single domain environment.

4) If the user wants to upload a different image, then the User can click on the upload
logo image check box, browse for the image and then finally click on the upload button
to upload the image.

5) Finally the user can click on the Save button to save changes in the Web.config and
discard the changes the user can click on the cancel button in the basic Settings page.

General

Specify how the application will guery the archive database
— and return results to the person requesting information

Basic Settings | Database Settings ||| SMTP Settings | Extended Search Product License | Support

|IP address or FADN of the SQL Server:
[[192.168.0.9510CS Il

Specify database name:

||Lcs|0g ||

Connection information for the SQL Server:
This is the information necessary to establish a database connection

| @ Query the database using only one user name and password
(for example, S4 and password)

Username: |[5a
Password: ||eeesssss

" User window authentication
Thiz will query the Sql Server with the credentials for the end user (not the
machine running IS and the archive viewer) please consult the documentation

on how te configure this option .
Test Connection

Customized display:

" Enable integrated view F: Enable nen integrated view

Table name: |integratedview

Enabling integrated view will display CM name of the user in the application.
Please consult the documentation on how to configure this option .

Choose =gl server version: |

* Sgl server 2005 " 5ql server 2000 |

Other configurations:

™ Check far refreshing the page on every tab click

Please enter the name or IP of smitp server : |192.165.0.36
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Database Settings Tab

2) Settings to be made in the Database Settings pag e.

1.

2.

Open the Database Settings tab and enter the IP address of the machine
having the Sqgl Server 2005 or 2000 installed.

Specify the Database name i.e. LcsLog by default or the Name specified by the
user.

Specify the Username and password for the Sql Server or user can click on the
User window authentication.

. Then Click on Test Connection Button to test whether connected to the

machine having Sqgl Server or not.

User can click on the Radio button Enable integrated view to view the
username instead of complete Sip-Uri. The user can click on the non
integrated view to view the complete Sip-Uri.

If the User wants to refresh the page on every tab click, then the user can click
the check box (although this is not recommended)

User can enter the IP of the Smtp server or the name of the Smtp Server to
send the mail in the IT Chat page.

Finally the user can click on the Save button to save changes in the Web.config
and discard the changes the user can click on the cancel button in the
Database Settings page.

3) Settings to be made in the SMTP Settings.

1. Open the SMTP Settings and enter the name or the IP of the SMTP server.

2. Enter the email address of the receipient.

3. Click on the test conection button to test whether the SMTP server is working or not.
4. Finaly click on the save button to save the settings .

2010
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General || Basic Settings || Database Settings | SMTP Settings | Extended Search || Discovery | Product License || Support

@ Specify the SMTP Settings for the application

Please enter the name or IP of SMTP server : | 192.165.0.36 |
Please enter the receipient email address | sunil@rtdm local |

Settings for the SMTP Server

4) Extended Search Settings

1. Full Access: Clicking on the Verify & Search button the user can select the group
from the drop down which will be populated from the domain controller or can enter
the group name in the textbox by clicking the add button and then clicking on the
Commit changes button, the group will be authorized to view the full chat
conversation.

2. Group Access : On clicking on second Verify & Search button from the top, user
can select the group from the drop down which will be populated from the domain
controller or can enter the group name in the textbox and then click on the third
Verify & Search button from the top. The user can select the User of the specified
group who will be the manager of that group authorized to view the chat
conversations from the drop down which will be populated from the domain
controller or can enter the user name of the specified group in the text box.

(Refer to figures below)
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Full Archive Access : Select the group or user which will have access to all groups and
users.

1. Click on the Extended Search settings tab

Basic Settings || Database Settings || SMTP Settings | Bxtended Search [ niceovery  Product License | Support

With the access control option. you can specify an active directory
group whose members can access all chat conversations. You can
alzo select member(s) from a specific group. which will be able to
access chat conver=sations of all the members of the =elected group.

Full archive access
Specify which active directory groups or users will be able to read all chat
conversations.

Groups/Users Type Remove
& Administrator & User Bemove
& Administrators & Group Remove

Add Groups or Users

Access groups
Here you can configure access groups and managers.
Group Manager Remowve |

AD Group: l:l VYerify & Search
Manager: l:l VYerify & Search

Preview - http://H55-89/1TIMArchiveViews,/Extended Search/index. aspx

Full archive access section of Extended Search Tab
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1. Click on the Add Groups or Users button

Basic Settings || Database Settings | Extende -

With the access control option, you can s
group whose members can access all ch
also select member(s) from a specific ar
access chat conversations of all the men

Full archive access
Specify which active directory groups or users w
conversations.

Groups/Users
@ Administrator 3
& Administrators a

Access groups
Here you can configure access groups and mar
Group Manager

I R Verity & Se
Manager: l:l Yerify & Se.

Discard Changes Commit Changs

Preview - http-//H55-89/1TIMArchive Views./

(‘ Select People and Groups - Windows Internet Explorer

A,

W |g, http:,l',l'localhost,l'ITIMOCS,lj 2| X IMy Wb Search

Find

sl I Search Type - }3Search

m Search for people and groups from directory service Type a name to find then select the
name in the list.

Mare information an:

Administrator

G|

Select Guest User

Select Administrators Group

Select Users Group

Select Guests Group

Select Print Operators Group

Select Backup Operators Group

Select Replicator Group

Select Remaote Desktop Users Group

Select Metwork Configuration Operators Group

Select Performance Monitor Users Group

Select Performance Log Users Group

Select Distributed COM Users Group

Select krbtgt User

Select Domain Computers Group

Select Diomain Controllers Group o
1234567 kd
ol

|Administrat0r

Add Users and Groups Button click to add the user or group from the active directory
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The user can find the user or group to give the authorization for full archive acess. The user
can find the group or user for the first name or very first single character of the first name

and then click on add button to give the user or group to the grid to give full archive access to
view the full chat conversations .

Easic Settings | Database Settings | SMTP Settings | Extended Search [| Discovery f| Product License f| Support

With the access control option. you can specify an active directory
group whose members can access all chat conversations. You can
also select member(s) from a specific group. which will be able to
access chat conversations of all the members of the selected group.

Full archive access
Specify which active directory groups or users will be able to read all chat
conversations

Groups/Users Type Remowve
@ Administrator & User Remove
& Administrators & Group Remove

Add Groups or Users

Access groups
Here you can configure access groups and managers.
Group Manager Remove

AD Group: l:l Verify & Search
Manager: l:l VYerify & Search

Discard Changes Commit Changes m

Preview - http-//H55-89/1TIMArchiveViews/Extended Search findex. aspx

Group is added for full archive Access
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Access Groups : Select the Manager in which will have full access to his/her own group.

1.

Click on the Verify & Search button

Basic Settings | Database Settings | SMTP Settings | Extended Search f§ Discovery l| Product License J§ Support

With the access control option, you can specify an active directory
group whose members can access all chat conversations. You can
also select member(s) from a specific group. which will be able to
access chat conversations of all the members of the selected group.

Full archive access
Specify which active directory groups or users will be able to read all chat
conversations.

Groups/Users Type Remove
& Administrator & User Remove
@ Administrators & Group Remaove

Add Groups or Users

Access groups
Here you can configure access groups and managers.

Group Manager Remove |

AD Group: l:l Yerify & Search ISelect Vl
Manager: l:l Yerify & Search

Preview : http://H55-89/1TIMArchiveViews/Bxtended Search/index aspx

Access groups section of Extended Search tab
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2. The user can select the AD group from the drop down menu.

Select

L ]
Instant __wmware__

Account Operate
Basic Settings || Database Setiings || Extended Search ct License
Backup Operato
With the access control option, you can specify ar gég?;ﬁlésf[?g[)

group whose members can access all chat conve Distributed COM
also select member(s) from a specific group. whi istribute
access chat conversations of all the members of

DnsUpdateProsx
Domain Admins
Domain Comput
Domain Controlle
Domain Guests =

Full archive access
Specify which active directory groups or users will be able
conversations.

Groups/Users Type Domain Users e

& Administrator & User Enterprise Admit g

&l Administrators & Group Group Policy Cre 3
Guests

Hoshi

IS_WPG =

Incoming Forest
Access groups InstantTeam
Here you can configure access groups and managers. MUKTA

Network Configu
Group Manager Perfarmance Log I

Performance Mo

AD Group: l:l VYernify & Search Pre-Windows 20
Print Operators

Remote Desktop =

Preview - http://H55-89/1TIMArchiveViews/Extended Search/index. aspx

Drop Down menu of the AD Group within the Access Group section
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3. The user then selects the manager of the AD group in which will be allowed access of
all archives of that group using the drop down menu.

Easic Settings | Database Settings | SMTP Settings | Extended Search [ Discovery | Product License | Support

With the access control option. you can specify an active directory
group whose members can access all chat conversations. You can
also select member(s) from a specific group. which will be able to
access chat conversations of all the members of the selected group.

Full archive access
Specify which active directory groups or users will be able to read all chat

conversations.
Groups/Users Type

& Administrator & User s
Administrator

@ Administrators & Group Amit Kataria
Anju Hooda
Ankita m
ashish
Deepti taneja

Access groups hoshi, rawat

Here you can configure access groups and managers.

: hoshiyar
Group Manager !ucky |
suni

AD Group: [Administrators Verify & Search sunil, kumar

surender

Manager: I:I Yerify & Search Select ﬂ

Preview : http-//H55-89/1TIMArchiveViews/Extended Search/index .

I

Manager of the AD group is selected
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1. Click on the Add button to add the Manager of a particular group. This step may be
repeated for each manager. Next, select the Commit Changes button.

Commit Changes button
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2. The settings have been added and the Manager will now have full access to all
archives of their group.

Manager will now have full access to all archives of their group.
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5) Settings to be made in the Discovery page for those viewing the Discovery section.

1) Clicking on the Add Groups and Users button we get a popup window through which
we can specify who can view the Discovery section

Discovery section tab
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2)

3)

4)

5)

6)

User or Group pop up window

User can click on the search image icon to get the users in the popup window or the
user can specify the user name in the box (either the full name or just the single
character) to display the User or Group in the pop up window.

Now the user can select either the whole group which can view the chat conversations
or the particular user who can view the chat conversations.

Select the Group or the User and then click on the Add button to add the user in the
text box. If the user wants to select more users and groups then the user can and
finally clicking on the Ok button, the selected Groups or Users get added to the
Discovery page who can view the Discovery section

Clicking on the commit change button, the specified users or groups can view the
discovery section. Or if the user does not want to add those groups or users then the
user can click on the discard changes button.

If the user wants to remove the specified groups or users from the discovery page,
then clicking on the remove link button, the user can remove the specified group or the
user.

2010
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5) Settings to be made in the Product License page for those who wanted to view the
application and for how many activities.

1) Enter the product license key which the user will get from Instant
Technologies.

Product License key to be entered by the user
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2) Click on the update license key button to validate the license key.
The below screen shows that the user is using the licensed version or the evaluation
version and for how many activites the user is authorized for.

Click on update license button
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Using Windows Authentication Mode for Active Direct ory Access

If you wish to use Integrated Windows Authentication mode for accessing Active Directory
You will need to make the system which holds the “lIS server” and “Instant Archive Viewer”
trusted for delegation in your domain. Steps to make the system trusted in the domain are as
Follows:
1) On the Domain controller, open “Active Directory Users and Computers” Viewer from
the Control Panel
2) Expand the Computers Node and then select the computer on which the IS server
and Instant Archiver Viewer is installed
3. Right click on the selected computer and select Properties option to view the
Properties dialog box.
4. Select the “Delegation” tab and choose the option “Trust this computer for delegation
to any service (Kerberos only)” as specified in the following screenshot.

5. Update the web.config file to specify the value as “True” for the option ‘Windows
Authentication’

2010 Page 52 of 70
Copyright © 2008 Instant Technologies. All rights reserved.



3.1

Instant Archiver Viewer

Using Active Directory for access control:

This will enable the application to authenticate users against your corporate Active Directory.
This allows system administrators the quickest, easiest and most reliable approach to
manage users that access the web application. Once the user is authenticated, before

activating this feature, verify the following:

Make sure that the system on which the application is installed is part of the Active

Directory domain which hosts Office Communication Server 2007.
Make sure that ‘Integrated Windows authentication’ is enabled in the IIS server for the

Instant Archive Viewer application (as specified in the following screenshot)

1.

2.
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5 Configuring the Application for Communicator

1) Open the Tab.xml file from the folder where the application resides as specified in the
following screen shot.
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2) Right click on the tab.xml file for editing.
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3) Now the user can view the Tab.xml file and can change the settings per the user’s
environment. As shown in the following example.

Note: Path of the image and content url should be changed as specified in red:

<Image>http://Machines |P/Virtual Directory/Tab.png</image>

<contenturl>http://Machines IP/ITIMArchiveViews/index.aspx<contenturl>

4.)Now the user can save the Tab.xml file
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5) Now open the Tab.reg file for editing.
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6) Change the settings that are indicated in red and shown below:

<contenturl>http://Machines IP/ITIMArchiveViews/index.aspx<contenturl>

7) Now the user can save the Tab.reg file and double click on the Tab.reg file.

8) After successfully completing the above steps, the user can view the application in
Communicator.
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6 Verifying the Installation

To verify that “Instant Archiver Viewer” application has been successfully installed and
configured please follow following test steps:

Stepl: Run the application using URL http://domainName/Admin/Index.aspx___, where
domain name is the application domain name on the web-host server.

Step 2: You should get the Index Page.

Step 3: In the Index page, the user can click on the tabs to view the functionality of the
particular section.

If the above steps give you desired results as spec  ified, it means application is
installed successfully and running
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7 General Troubleshooting
Troubleshooting Kerberos Authentication for windows authentication

Requirements for Delegation

Delegation relies on Integrated Windows authentication to access resources. There is no limit
on the number of computers that you can delegate your account -- you must correctly
configure each of them. The Integrated Windows authentication method works only if the
following two conditions exist:

* You set up your network to use the Kerberos authentication protocol that requires Active
Directory.
* You set up the computers and accounts on your network as trusted for delegation.
If these conditions are not true, you cannot use Integrated Windows authentication to access
data on a remote resource because Integrated Windows authentication only gives you
access to the IIS server and not to the additional resources configured for Windows
authentication that the IIS server remotely accesses.

Kerberos authentication authenticates the server and the client, whereas Windows NT
Challenge/Response (NTLM) authenticates the client only. Operating systems that are earlier
than Windows 2000 do not support Kerberos authentication. Kerberos requires that you use
IIS 5.0 or a later version. Therefore, you must run Windows 2000 or a more recent operating
system on all the computers where you use Kerberos delegation. Additionally, you must put
all the computers in the same Active Directory forest. Only Microsoft Internet Explorer 5.0
and later versions support Kerberos.

Configure Internet Explorer for Delegation

1.Start Internet Explorer. On the menu bar, click Tools, and then click Internet Options .

2.Click the Advanced tab, and then click to select the Enable Integrated Windows
Authentication (requires restart)  check box.

This setting permits Internet Explorer to respond to a Negotiate challenge and then to
perform Kerberos authentication. Because this feature requires Windows 2000 or later
version, when Internet Explorer is not running on a Windows 2000 or later version
operating system, then Internet Explorer does not respond to a Negotiate challenge. By
default, Internet Explorer uses NTLM authentication, even if you click to select the Enable
Integrated Windows Authentication (requires restart ) check box

Configure IS for Delegation
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To turn on Integrated Windows authentication and impersonation for an ASP.NET-connected
application, you have to configure Internet Information Services (1IS). To configure for
Windows Authentication in IS, follow these steps:

1.Click Start, click Run, type inetmgr , and then click OK.

2.Expand local com puter, and then expand Web site .

3.Right-click Default Web site and then click Properties .

4.Click the Directory Security tab, and then click Edit under Anonymous access and
authentication control

5.Click to select the Integrated Windows authenticat ion check box, and then click to clear
the Anonymous access , Digest authentication for Windows domain server and Basic
Authentication check boxes.

Check whether your iis is supporting the Kerberos o r not
Settings for 1S version no 6.0
a) Open the DOS prompt Write c:\> cscript c:\Inetpub\AdminScripts\ adsutil.vbs

set w3svc/ WebSite /root/NTAuthenticationProviders "Negotiate, NTLM" in the
dos prompt

b) You can write the 1 in place of the WebSite if your website in the default web site
in the iis.

c) Then write the c:\> cscript c:\Inetpub\AdminScripts\ adsutil.vbs get
w3svc/ WebSite /root/NT AuthenticationProviders in the dos prompt

d) It will display the “NTAuthenticationProviders : (STRING) "Negotiate, NTLM"”

Settings for iis version no 5.0 and 5.1
a) Open the DOS prompt Write c:\> cscript c:\Inetpub\AdminScripts\ adsutil.vbs

set w3svc/NTAuthenticationProviders"Negotiate, NTLM" in the dos prompt
b) Then write the c:\> cscript c:\Inetpub\AdminScripts\ adsutil.vbs get
w3svc/NTAuthenticationProviders in the dos prompt
c) It will display the “NTAuthenticationProviders : (STRING) "Negotiate,NTLM"”

Configure Active Directory for Delegation
a) Click on the Users and Computers.
b) Click on the Computer node in the Tree.
c) Right Click on the desired computer which you want to delegate.
d) Click on the property.
e) Click on the Delegate tab.
f) Check the Trust for the Delegation (Kerberos only) radio button.
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Client Side Settings:
1. Add the URL and IP of the web site in Intranet Zone.

Note: We also need to add the URL and IP of the w eb site in intranet Zone where IIS
has been hosted.

Steps for creating the linked server
1. Start SQL Server Enterprise Manager.

2. Expand the Console Root tree as specified in the following screenshot
3. Right Click on the Linked server to create the new linked server.
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3. Click on ‘New Linked Server...” menu item. This will display the following dialog.

4. Specify a name for the linked server. In our example above, we have specified ‘AD’ as the
name for the linked server. Select ‘OLE DB Provider for Microsoft Directory Services’ as
Provider name and specify Data source as ‘Sql Instance Name’.
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5. Click on the ‘Provider then SQLOLEDB Options. This will then display the following
dialog. Now click on properties.
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6. Select the options: ‘Dynamic parameters’, ‘Nested queries’ and ‘Allow In Process’. Click
‘OK’ to save settings.

7. Now follow the 6 and 7 steps for ADsDSOODbiject , Microsoft.Jet.OLEDB.4.0 providers.

8. Click on the OK button to save the changes (shown above).
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9. Now for security tab check the radio button ‘Be made using the Login’s current security
context.

10.Click ‘OK’ on the ‘Linked Server Properties (shown above).
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11.  After creation of linked server ‘SQL Server Enterprise Manager’ will appear as follows.

12.1ssue the following query using Query Analyzer to check if the linked server has been
created successfully:

“SELECT cn from OPENQUERY(AD,'SELECT cn from "LDAP://localhost" )"

Replace the text ‘localhost’ with the IP Address of the Domain server if SQL server and
Active Directory are not installed on the same system.
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Default localhost select statement in LcsLog
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8 FAQ- fag.instant-tech.com

Q 1: How can | solve the 401.2 error?

Ans: Check anonymous is false or not in the IIS configuration. If Anonymous is not false then
make it false and check the window authentication check box in the directory security section
of the iis.

Q 2: Why are no records displaying in the extended search?

Ans: Check your windows login name. It should be matched with your active directory user
name.

Q 3: Why isn't there data displaying in the Extende  d Search page?

Ans: Check if you are the manager of the group or not. If you are not the manager of the
group then you are not permitted to see the chat of your group.

Q 4: Can | view chat converstations that are done b  etween two specified users if | am
not an administrator and anonymous is disabled?

Ans: No, you cannot see the chat conversations of the other users, if anonymous access is
unchecked unless you are a manager with permissions set in the Extended Search section.
Q 5: Why can'’t | search chats between two specified users in Extended Search?

Ans: Check if you have full access permission. If you do not have full access permission or
you are not a manager of the specific group that includes these users, you will not see these
chat conversations (see page 30 of Installation Documentation).

Q 6: Why aren't all members of a specified group di  splaying in the combo box of the
Extended Search panel of the Admin section?

Ans: Only the members who have a sip Uri will be added in the combo box. Please check
that the members of the groups are sip Uri enabled in AD.

Q 7: Why isn’'t data displaying in the in the Extend  ed Search section?

Ans: Check if you are the manager of the group or not. If you are not the manager of the
group, then you are not permitted to see chats of your group.

Q 8: Why am | not able to view the chats inthe Ext ended Search section even with full
permission granted for the Extended Search Section.

Ans: check whether you are logged on as domain member or not. If you are logged on as a
different member then you can not see the Extended Search section.

Q 9: Why is the connection not being established wi th the Active directory server?

Ans: check whether AD server has window authentication or user name password. Make
changes in the Basic Setting page according to the specification.

Q 10: Why is the connection not being established w ith the Sql sever?

Ans: check whether SQL Server has window authentication or user name password. Make
changes in the Database Setting page according to the specification.

Q 11: Problems uploading the image:

Ans: When the user runs the build on his or her machine, then the user has to check whether
the folder in the IIS default directory which had been created for ITIMArchive views is ‘read
only” If its “read only”, then uncheck the read only property and give them read and write
permissions.

Q 12: Why isn’'t data being saved in web.config file  ?

Ans: Please refer the “setting user permission”  section.

Q 14: Login failed for user '(null)’. Reason: Nota  ssociated with a trusted SQL Server
connection

Ans: Refer the “Window Authentication section”
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Q 15: Operation error occurred
Ans: IIS server is not trusted for delegation on domain controller, for this refers to the

document “Kerberos Authentication”.
Q 16 Problem while opening the application from the IS
Ans: IIS is not registered properly for this just type the command on the console window

aspnet_regiis —i to register the 1IS .

9 Known Defects and Limitations

1) This application version does not support VOIP and live meetings. This application
version does not have the reporting and charting facility.

10 Contact Information

Contact Contact ID

Support Email: support@instant-tech.com
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